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Privacy

• ML model memorization
• Leaks information about the training data which might be sensitive

• Solvable with differential privacy

• But… what if just using machine learning leaks privacy?
• Apocryphal Target story

• Smoking causes cancer

• What do Facebook likes reveal about you?



Predicting features from Facebook likes 



Most Predictive Likes



Behaviours enabled by ML

• Deepfakes

• Can be harmless/artistic 
(https://www.youtube.com/watch?v=uAPUkgeiFVY)

• Can be harmful to individuals
• Deepfake porn

• Can be… weird and creepy
• Anthony Bourdain (https://youtu.be/jpkNYsuZScA?t=80)

• Parkland shooting victim (https://youtu.be/m6I_wEetSck?t=47)

https://www.youtube.com/watch?v=uAPUkgeiFVY
https://youtu.be/jpkNYsuZScA?t=80
https://youtu.be/m6I_wEetSck?t=47


Behaviours enabled by ML

• ML powered fake news

• GPT-2 announced Feb ’19

• “Too dangerous to release”?

• Arguments for release
• Obscurity isn’t safety, printing press, photoshop

• Some replications within 6 months

• Eventually released all models

• GPT-3? Licensed to Microsoft. Also usable… for a price.



Tay, the Chatbot

• Released in March 2016

• Shut down 16 hours later



Bias

• Twitter cropping 
(https://twitter.com/bascule/status/1307440596668182528)

https://twitter.com/bascule/status/1307440596668182528


Bias

• Facial recognition (http://gendershades.org/overview.html)
• Big consequences in justice system

• IBM, Amazon, Microsoft have adjusted policy

• Even if it had 100% accuracy, would it be OK?

• Hiring tools
• Auto resume screening

• Amazon determined it was unfairly discriminating based on resume keywords in self-
audit

• Interview video analysis

http://gendershades.org/overview.html


Bias

• COMPAS
• Risk prediction assessment (recidivism)

• Score from 1 to 10

• Data via FOIA request

• ProPublica Analysis



ProPublica



Philosophy



Philosophy

• Would you rather have:

1. A doctor with 90% accuracy, and they can explain to you why they 
came up with a diagnosis

2. AI is accurate with 95% accuracy, but it’s a black-box prediction



Philosophy

• Chinese Room

• Turing Test

• Consciousness? 


