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Definition 1 (Approximate Differential Privacy). An algorithm M : X™ — Y is (g, §)-differentially
private (i.e., it satisfies approximate differential privacy) if, for all neighbouring databases X, X' €

X", and all T C Y,

Pr[M(X) € T) < e Pr[M(X') € T] + 6. %:O = Yu\m
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Definition 2. Let Y and Z be two random variables. The privacy loss random variable Ly 7 is

distributed by drawing t ~Y, and outputting In (_[[%]I) If the supports of Y and Z are not equal,

then fhe privacy loss random variable is undefined.
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Lemma 8. Let X, X' € X™ be neighbouring datasets, and let M(Y) = f(Y) + N(0,02I) for some

function f : X" — Rk Then the privacy loss random variable between M(X) and M(X') is
12
distributed as N <||f(X X')|I3 Hf(X —J(X )Hg)'
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Theorem 9. Let M : X™ — Y be (g, 0)-differentially private, and let F' : Y — Z be an arbitrary

randomized mapping. Then F o M is (g,0)-differentially private.
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Theorem 10. Let M : X™ — Y be an (g,0)-differentially private algorithm. Suppose X and X'
are two datasets which differ in exactly k positions. Then for all T C Y, we have

Pr[M(X) € T] < exp(ke) Pr[M(X') € T] 4 ke*~1%5.
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Theorem 11. Suppose M = (M,...,My) is a sequence of algorithms, where M; is (gi,0;)-

differentially private, and the M;’s are potentially chosen sequentially and adaptively.? Then M is
(Zle & Zle d)-differentially private.




